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2  EEMEIATLAETY U EEISafeML Y AV ETIL

palll

BHEMEY 2T ATV v /57 (SafeML : LLF SafeML) X3 AT ARG 21T 9 BRIC. 224t - B3I E
BLEET AV ELRT HATODET Y VI SHETHD.

SafeML % Object Management Group (OMG : 47 ¥ = 7 MMEHEAICE T 5 EifFotEs( 217> T\ 5
[EB A UEAV A MR HE(L 1T > T D SysML (Systems Modeling Language : Y A7 AET U 7/ S78) &
NR—=2 L LTHY, oM EEECEETIEREZ A ET L LV TEMERL TN,

SafeML # W<, &l - ZEMEOHNT 21T > 2358 OMIE AT T V& LIFIORT.

bdd [package] SafeML [SafeML Conceptual Model] /
. Defence Resulty
requirement Defence Resultd
Requirement1 &Undefended»
tags Undefended
Use Casel A probability of harm = X
! probability of occurrence = X tags
S deriyetizay range = X cost = X
<dervetzd> | Ksystem contexty severity = X probability of success = X
< Block2 ‘

«
ﬁ:f:ﬁ» | ! «Passive Defence) o
KderiveHzd» I:j Cactivityy | requirement ‘ Passive Defencel >
e Activity1 | Requirement2 !
CloriveHCS | tags «Defence Resulty
&system element 2 e”‘/f | cost = X DefenceResult1
Block1 \ / L probability of success = X
N | / «Defence
Group e }
|

tags
probability of harm = X

«Hazard| / —
Haz ardGran «d TC» KderiveHCY —Z == === 7| robabitty of occumence =X
- range =
\ | / severity = X
N «Defe
«HarmContext®»

«Defence Result»
HarmGContext1 Defrence Resuilt3

tags
probability of harm =

X o -
probability of occurrence=x L —== — | probability of harm = X

range = X T :r:::bili;(y of occurrence = X
severity = X «Defence Result severity = X
A KProActive Defence
| ProActive Defencel
! <Non-Safety Related Function
HamGroup I Defence Result> I T G ;;% Functiont
e : probability of success = X

1
\
detect» |
|
\

&Active Defence®

|
! N
| Active Defencel GroaDefence? | cromuromenty
CHarm» | &Defence Result> g AT e 2
T | DefencseResult2 tags loquiremen
Kimpacts» Harm1 -

cost =
probability of success = X

tags «Context Detection® . .
s Brobability cfRarmi=ia
Actor ke ContextDatectayl probability of occurrence = X
- range = X
= X severity = X

probability of true positive = X
T
A A

I
<reqDetection | | KtriggeredBy» J

KresponsibleFory

L I
« 1t !
Requiroment3 (_ _ _ SresponsibleFory _ _ _ _ _____ = B
Block2

X1 SafeML ZALV=#EETIL

[Hazard | |ZETEMICL M 2B )RR L R 5 BHEZ KRB L TW5D. [Harm) & 13H 25 EICERICGEELY
Mz 35HEHEERLTW5D. % L CIHazard] 23 Harm] (22819 55K 2 THarmContext] & L CEZL TV 5.
B2 IXEBLRE Y bOBGA, THazard) B E LTIE, Ny b R&EHTERIBNZBET oD, £ LT
[HarmContext] & LT, Z2—¥RN KO- E2TSTF 510828760, Harml & LTIAkE &7 5. fARIET
» % Hazard N1FE7E L C%, HarmContext 7334 L7217 Harm (334 L7220,

728, &% HarmContext| 33D Hazard), %t Harm] & PR 5 84121%, HazardGroup)
HarmGroup) Z M L C, BHE§2EHFEL L L O TRIEATD.

Iz HarmContext i H 9% 23 % [ContextDetector) & L CEF L TV, HarmContext & Context
Detector D% % ldetect] & LTEHZEL TS, HiZ HarmContext # 3 AEITRNWT-ODOXIKHESR L L
TlDefence| #E#% L TV, Defence #fifi L 75 %, I 72 W% % [DefenceResult) & L TEFK L TV
5. ERoOBERAR Y boOfFITIE, [ContextDetector] Dl & L Tix, HRDBEL 0 ~D 2 —F DIKOEET % 1R
HT 2 hrr oI BT 5ns. F-Defence) OFl L L TiE, HROEH OMTEE D I /3—72 ERET
Lhb.

T T
I
I
I
I
| |
probability of false positive = X | :
I
I
|
I
I
|
I
I
|




3 SafeML X ZE5 )V

LUFIZ SafeML D A X &7 )V & RT .

3.1 Defend

fERIRZ Db DB L LN L OYFERICEE LIy DA X7 V2L FITRT.

class SafeML—Defend ~

(4

HazardGroup ) ~ SafeML::Hazard

— category: String 0.% — category: String

Kmetaclass)
Class

+ isActive: Boolean

SafeML::Harm Context )

category: String

probability of harm: Integer
probability of occurrence: Integer
range: Integer

Kextends

severity: Integer Kextends>
1.%
&metaclass>
AssociationClass
+ direction: Direction = Source —> Desti...
HarmGroup SafeML::Harm
- Stri 0.% 0.% category: Stri
catooniiSil) safety score:
1.
Kmetaclass)
Kmetaclass» N e Dependency
Actor T Kextends» I -
+ direction: Direction = Source —> Desti..,

1
Lextends»
SafeML::Defence <>
— category: String
- probability of success: Integer [0-¥ 1
- cost: Integer

| ProActive Defence () Active Defence () Passive Defence &2 | | Undefended € |

Kextends)
KLextends)

SafeML::Context Detector &

category: String

probability of true positive: Integer
probability of false positive: Intege
cost: Integer

3 SafeML *2ET )L(Defend)




3.1.1. AbstractHazard

Description: ¥E/ENICHFAET 22— ORI fEEZ M2 DJRIK 7R b BERER TR 7 A

DerivedFrom: SysML::Block

Attributes: %L

3.1.2. Hazard

Description: E1ERNICHFIET 22— WOEUREICEEZ M4 DK & 72 5 G

DerivedFrom: SafeML::AbstractHazard

Attributes

Category | string |0 [ xgEkegnsET o008y

3.1.3. HazardGroup

Description: BTERIZEEZMZ DRRDEBFET 256, TNbE £ L OER

DerivedFrom: SafeML::AbstractHazard

Attributes: 72 L

3.1.4. AbstractHarm

Description: & %IKHE T Hazard O3 ETHEBEOWEL XTSRS T X

DerivedFrom: SysML::Block

Attributes: 72 L

3.1.5. Harm

Description: & % RRE CHazard)» b FET D EEE O E

DerivedFrom: SafeML::AbstractHarm

Attributes

Category String | O | }RERLEHLSFT LIODF 7
JED~DZ A —T w2 H i Lo B, B FEICBE L TE, g v A

Safety Score Real M ?A@Hﬂﬁ%éﬁﬁ%‘@ﬁ&:%Eﬁ“é%ﬁﬁa\bijﬁ%b\f:&b, AfARET
FHUE LT, EERIC—RFIHT 2B, BIERIET 2 0E
NbD.

3.1.6. HazmGroup

Description: Hazard 2> b3 AT 2 EEOWEPEBFET 250, Thod FLOER

DerivedFrom: SafeML::AbstractHarm

Attributes: 72 L

3.1.7. Impacts

Description: Harm 723 & 55 2 i1 2. % x5 & & Bl3 % BAfR

DerivedFrom: Dependency

From: | SafeML::Harm ‘ To: ] Actor

Attributes

Category | String |0 | HBEREERNETIEDOL S




3.1.8. HarmContext

Description: fERRJIZ K-> T —FREUBREN X A — Y &% A
DerivedFrom: AssociationClass
From: | SafeML.::Hazard ‘ To: | SafeML::Harm
Attributes
Category String | O | ARERLZEE ST D20 DZ T
S R N7 N TN
Probability of Harm Integer | M %@zﬁ;zﬁgiiiﬁsz;% HarmContext ZH1E L = H 6
Probability of Occurrence | Integer | M | *45% HarmContext 233843 % ffe 3
Range Integer | M | BH# L7z Harm 23384 L 72355 OfEE O 2
Severity Integer | M | B L7 Harm 2354 L7856 OfEE OGRL E

3.1.9. Defence

Description: HarmContext DR A% [ T O D#ETE. K7 T 23R T A THDH.

DerivedFrom: SysML::Block

Attributes

Category String K REFR LIRS DD 2 7

(0]
Probability of Success Integer | M | BSi#T-B¢ S HarmContext D F/E % [h < ffE R
Cost Integer | O | B FEZ a3 7-DICME LD a X b

3.1.10. Passive Defence

Description: HI/REY7Z2LEN A2 LEE L U 7o Wil B

DerivedFrom: SafeML::Defence

Attributes: %L

3.1.11. Active Defence

Description: HarmContext O34 %[5 <7212, ContextDetector 7> & DOfF#H % T, BIRAY/2ELE)
ELE LT AT, BMEICKNE R RT A —F T TR E SH, EHRFICTHEE RTRE /2 R T A
—ZIIFFEL 720,

DerivedFrom: SafeML::Defence

Attributes: 72 L

3.1.12. ProActive Defence

Description: 722 BH#HAE (Non-Safety Related Function) ZF|H L= TE:, & L IIEHAHE O
e

DerivedFrom: SafeML::Defence

Attributes: 72 L

3.1.13. Undefended

Description: #F& C& 5 #iPH HarmContext TH 5720, [P FICEE T2 Z & 2R

DerivedFrom: SafeML::Defence

Attributes: 72 L




3.1.14. Non-Safety Related Function

Description: jt4 v A7 ARELTEY, fiit > T < XX HREGELR 2R HEEE)

DerivedFrom: SysML::Block

Attributes

Category String ‘ 0 ‘ K RER LT D202 7

3.1.15. Non-Safety Related Detector

Description: A7 ADOREZ KB 2 72 DI (1T b7 FB (2 o). ZRBEERED 720 D
RRE P TIE RS, o2 VAT APRREFL TV SR FEL.

DerivedFrom: SafeML::Non-Safety Related Function

Attributes: 72 L

3.1.16. using

Description: ProActiveDefence?’Hiffz & L Tu 2 IERT % 21 HE (Non-Safety Related Function) 7~
BAf%.

DerivedFrom: Dependency

From: \ SafeML.::ProActiveDefence \ To: \ SafeML.::Non-Safety Function
Attributes
Category | String |0 | MBEREEANET D08 S

3.1.17. triggeredBy

Description: ActiveDefence 7N 22 &A% HE 2 K BLT 5 72 OIZfE M L TV 5 HHiRE(ContextDetector) 2 753
BAfR.

DerivedFrom: Dependency

From: \ SafeML.::ActiveDefence \ To: \ SafeML.::ContextDetector
Attributes
Category | String |0 [ sgEsegnsEiomvors

3.1.18. Defence Result

Description: B TEZ X » TR S = faEOFLE

DerivedFrom: AssociationClass

From: ‘ SafeML::Defence ‘ To: ‘ SafeML::HarmContext
Attributes
Category String | O | XMIBERLEHNFST 272D DX T

Harm 2384 L7-MeR. —ixMiZ, HarmContext IZF%E S L

Probability of Harm Integer LD S A 2

BE# 9~ % Defence (2 & » TIEIH X 41 7- HarmContext 2338 4E7

Probability of Occurrence Integer | M
b : HiEE

Range Integer B9~ % Defence |Z X - TR S a7z fi 55 0 52 2840 BH

==

Severity Integer B9~ % Defence (T & o TR S 4172 fi % OIRA B




3

H

2 Detect

armContext O HIZEE L7284 D A X T V& LU FIZRT.

class SafeML-Detect /

&metaclass®» &metaclass»
AssociationClass Dependency
+ direction: Direction = Source —> Desti... + direction: Direction = Source —> Desti...
<<ext|ends>> <<exte|nds>>
<metaclaoey SafeML::Harm Gontext <> SafeML::Detect €

Class

category: String 1.%
probability of harm: Integer
probability of occurrence: Integer
range: Integer

severity: Integer

— category: String

+ isActive: Boolean

Lextends»

SafeML::Context Detector &»

Blocks::Block £? 47 0.

category: String
Zﬁ probability of true positive: Integer
Non-Safety Related €7
Func}c,ion < on—Safety Re
Detector 0%
- category: String

cost: Integer

probability of false positive: Integer
3 SafeML A%2ET JL(Detect)

3.2.1. ContextDetector

Description: HarmContext % 1 H 9% 728 D FB&

DerivedFrom: SysML::Block

Attributes
Category String | O | }IRER AT H72dDX T

3 BRIz, R T
Probability of true positive Integer | M ;armContext PIAELTZBIC, T EaERICHRHTE 50

Probability of false positive | Integer | M | HarmContext 23 %4 L TWRWDIZ, T 5 HER

3.2.2. Detect

Description: HarmContext % & H =B (ContextDetector) 23 & Hi 9~ % B f%

DerivedFrom: Dependency

From: | SafeML::ContextDetector To: | SafeML::HarmContext
SafeML.::Non-Safety Related Detector

Attributes

Category | String | O | A EREEENET 572008 7

10




3.3 Responsibility

SafeML %3 & 2 A7 LERER OBRIZBEIE L2  D X 27 & LU IR,

bdd [package] SafeML [SafeML — Responsibility]

/

Kmetaclass?

Blocks::system <)

Class

+ isActive: Boolean

Kextends»

element

SafeML::Defence <>

res

bleFor <» Dependency

Kmetaclass?>

Blocks::Block <%

= category: String
—  probability of success: Integer
— cost: Integer

— category: String

Kextends) +  direction: Direction = Source —> Desti...

SafeML::Context Detector &

— category: String

— probability of true positive: Integer
—  probability of false positive: Integer
- cost: Integer

Non-Safety Related >

Function

— category: String

A\

3.3.1. ResponsibleFor

K| 4 SafeML *2ET JL(Responsibility)

Description: % ffil/i7# T-E(Defence), i FBt(ContextDetector) s L O'FEZE 24 HE(Non-Safety
Releated Function)(Zxf L TELZFio> T\ 5 v AT AMEREFR % 27 E6%

DerivedFrom: Dependency

From: SafeML::Defence

SafeML.::ContextDetector
SafeML.::Non-Safety Related Function

To:

SysML.::Block(System Element)

Attributes

Category

string | O | " EHR AT D008 Y




3.4 Require

BROEHICEE L5455 D A ZETI)LE LTI RT.

class SafeML-require /

&metaclass?

Class SysML:: & < UserRequirement <
Kextends» Requirement &metaclass»

+ isActive: Boolean Trace

+ direction: Direction = Source —> Desti...

Kextends® SafeML::Defence £» SafeML: &)
- category: String reqDefence ] Kextends
i ggosibtaklnr::tex/g:: success: Integer B o
BlBolgl:;i:: Y % H ~| SysML:deriveReqt &

SafeML::Context Detector &)

SafeML:: <)

- CEMTR S reqDetection

—  probability of true positive: Integer
— probability of false positive: Integer!
— cost: Integer

— category: String

Non-Safety Related <)
Function

— category: String

Non-Safety Related >
Detector

4 SafeML *2ET JL(Require)
3.4.1. reqDefence

Description: [/ FE:(Defence) 7> b8 H S 7= EoR 27 BfR. S ERMD EOP#EFE» HEB S
DR

DerivedFrom: SysML::deriveReqt

From: | SysML.::Requirement ‘ To: ‘ SafeML.::Defence
Attributes
Category [sting | O [ % ER2EBNET 20D L Y

3.4.2. reqDetection

Description: f#& | F-Bt(Context Detector) 7> b8 H S FL 7= BaR 2773 BEfR. A ZoRD O FE ) HiE
H &= ooE 9 Bk

DerivedFrom: SysML ::deriveReqt

From: SysML::Requirement To: SafeML.::Context Detector
SafeML::UserRequirement SafeML.::Non-Safety Related Detector

Attributes

Category [string [0 | "Bk BHNET2EDOL S

3.4.3. UserRequirement

Description: % ffi[/i7# T (Defence) 35 & UM H T (ContextDetector) 7 & E H S ju iz FK.

DerivedFrom: SysML::Requirement

Attributes 72 L

12



35 Derive

BRI TR L7555 D A ZET VAL FICRT.

class SafeML—derive /

&metaclass»
Class SysML: &>

Kextends» Requirement

+ isActive: Boolean

&metaclass» SafeML:: &)
UseCase q »
Kextends» deriveHzd

— category: String

&metaclass»
Dependency

Blocks::isystem <>

elemeny + direction: Direction = Source —> Desti...

Blocks::Block &»

AbstractHazard

SafeML::Hazard ¢ Kextends»

— category: String

——>> SysML:derive £

SafeML::Harm Context «»

category: String oo
probability of harm: Integer ds:rf:/hellhc £

probability of occurrence: Integer
range: Integer i
severity: Integer

category: String

SysML:: >
SystemContext

Lmetaclass»

Activity

isReadOnly: Boolean = false
isSingleExecution: Boolean
parameterName: String
postcondition: String
precondition: String

+ o+ o+

5 SafeML A2ET )L(Derive)
3.5.1. deriveHzd

Description: Hazard7» 53 H SN2 HE & OEFRERITH R

DerivedFrom: derive

From: SafeML.::Hazard To: SysML.::Requirement,
Usecase
SysML.::Block
Attributes
Category | string [0 | /g ER+BHNET 20O X S

3.5.2. deriveHC

Description: HarmContext?» 5 & H S 7= 5 & ORRZ RKELT 5 R

DerivedFrom: derive

From: SafeML::HarmContext To: SysML.::Requirement
Activity
SysML.::Block

Attributes

Category String ’ 0 \ KRER IS Do Z T
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