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MACHINE SECURITY SAFETY

[rea]

can succeed or
exploit

Risk assessment according to
IS0 12100 [based on defined limits

* and Intended use of the machine)
vulnerability
[eg interface, introduced soltware
virus) Kisk-reduction measures implemented

by the designer

Step 13 Inherently safe deslgn measures

can lead to

Securlty aspects, eg.
- identification fauthentication

- system Integrity security risk(s] to the machine (eg | Impact or Swpd: s-ufm'imrdlng et k
= imely responce to events safety-related control system) |I BEET :z;::.;::::;::::i

- avallabillty

Step 32 Inlormation lor use
+ at the machine
- warming signs, signals

- warning devices
# in the Instruction handbook

e e b

Fallure({s) or malfunction In the
e salety-related control systems
COMSEqUENCE on
Falls
Degradation or loss of risk = unintended movement
reductlon measure{s) - increase of reaction thme
= loss of protective function
can result in

|
|
|
|
I
|
|
|
|
I gafety-related parts of the machine,
|
|
I
|
|
|
|
|

'

Accident, damage of health
lor operator
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